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Cyber security: new rules to protect Europe's
infrastructure
[05-07-2016 - 15:22]

Cyber attacks can cause substantial damage to critical infrastructure services such
as the electricity supply or air traffic control. To better defend against such attacks,
the European Commission has proposed the EU's first ever cyber security rules.
MEPs voted in favour of them on Wednesday 6 July. Check out our infographic to
find out about the different threats out there.
Our digitised societies increasingly rely on electronic networks and information systems,
however this has also created more opportunities for online fraud and forgery. Anyone
from individuals to companies and public authorities can fall victim to schemes such as
identity theft, fake bank websites or industrial espionage.
On 6 July MEPs approved on the Network and Information Security directive, which sets
out a common EU approach on cyber security. It list critical sectors such as energy,
transport and banking where companies would have to ensure they are able to resist a
cyber attack. They would be obliged to report serious security incidents to national
authorities, while digital service providers such as Amazon and Goole would also have to
notify them of major attacks. In addition the directive aims to boost cooperation on cyber
security between EU countries.
According to a Eurobarometer survey published in February 2015, Europeans are highly
concerned about cyber security: 89% of all internet users avoid disclosing personal
information online, while 85% agree that the risk of becoming a victim of cybercrime is
increasing. Every day more than 150,000 viruses and other malicious codes circulate.
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Press release: MEPs back rules to help vital services resist online threats (6 July 2016):
http://www.europarl.europa.eu/news/en/news-room/20160701IPR34481
Video of the debate: http://www.europarl.europa.eu/ep-live/en/plenary/video?debate=1467743144439
First ever EU-wide cyber security rules backed by internal market committee:
http://www.europarl.europa.eu/news/en/news-room/20160114IPR09801
Cyber security: "Without fair protection at European level, we will be in trouble":
http://www.europarl.europa.eu/news/en/news-room/20160113STO09602
Procedure file:
http://www.europarl.europa.eu/oeil/popups/ficheprocedure.do?reference=2013/0027(COD)&l=en
Agreed text of the directive: http://data.consilium.europa.eu/doc/document/ST-5581-2016-REV-1/en/pdf
Eurobarometer survey on cybersecurity (February 2015):
http://ec.europa.eu/public_opinion/archives/ebs/ebs_423_en.pdf
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