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Estonia is a  
digital society

• digital signature saves 5 days a year

• 99% of prescriptions are digital

• 99% state services are online

• ...

300

meters

A stack of paper saved each month



E-services in Estonia

Internet banking (99%)

E-school

ID-ticket

E-state 
service portal

Digital signature
E-land Registry

E- Business registry

E-police

E-voting (30%)

E-health record

(99% population)

E-pensions account

E-tax and customs service 
(97% income tax)

E- self-services

E-prescription

(99% population)

E-residency
(135 countries)

E-court & justice

M-parking
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It takes ...

 lots of information from various
sources

 powerful information systems
to process the data

 smart people to find the
meaning from noise or random
(though sometimes beautiful) 
patterns

and ...

... a lot of trust (from data subjects)
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Secure data exchange – cornerstone of Estonian 
health information infrastructure

PHARMACIES 
AND FAMILY 
DOCTORS

X-Road, ID-card / mobile-ID, State IS Service Registry
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ANONYMIZED 
HEALTH DATA 
FOR ANALYTICS

NATION-
WIDE

HEALTH 
INFOR-

MATION 
SYSTEM

PRESCRIP-
TION 

CENTRE

DOCTOR 

PORTAL

X-ROAD 
GATEWAY 
SERVICE

PATIENT 
PORTAL

SOCIAL 
INSU-

RANCE 
BOARD
PORTAL

HEALTH 
INSURANCE

FUND 
REGISTRY

X-ROAD GATEWAY 
FOR EMERGENCY 

SERVICES

STATISTICS 
PORTAL

EMERGENCY 
SERVICE MOBILE 

WORKSTATITIONS
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EHR services 
for physician EHR services 

for patient

Services for 
Social 

Insurance Fund

Services for 
dentaal care

Services for 
blood center

Services for 
registers

Services for 
nurse

Services for 
homecare

Health 
information 
services for 

patientE-learning 
services for 

medical staff

Analytics 
services for 

participants in 
treatment 

process

Data and 
statistics 
services

A medical 
certificate 
services

Digital 
laboratory 

services

eAmbulance 
services

Cross Border 
Data Exchange 

services

Digital 
archiving 
services

eConsultation 
services

Digital 
registration 

services

Main services of the 

e-health in Estonia

Infrastructure 
services 
External 
servicesCentral System– Database

and related services

Data Exchange level
different e-services

Institutional level–
users cooperation model

Suppor-
ting 

services

Sub-
services



7

Privacy means that

personal data

should not be secured
from being used, but
to be used securely

EU General Data Protection Regulation 
facilitates better use of personal data



8

Authentication & Authorisation

Who are you?

Constant anywhere & anytime

Solution = Unique ID
(plus robust technology: 
ID-card, mobile-ID)

What can you do?

(read, write, delete etc)

Dynamic in space & time (same
individual can have multiple
roles)

Solution = classification or roles
by profession, facility, service etc
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Identification in healthcare Estonia
(no difference btw digital or physical identification)

Personal 
Identity

Professio-
nal role

Provider
identity

Service role

Unique
Personal ID

(pshysical entity)
Individual/unique

Professional ID

Individual/unique
Health Care

Service Provider ID
(legal entity)

Service
classification

(coded)

Specialty
classification

(coded)

Authentication Authorisation

+ + +

+

Managed by
State nationally

Managed by
Health Board

Managed by
Health Board

Managed by
provider locally

Individual/unique
Company ID
(legal entity)

+

Managed by
State nationally
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nCustomisation / 
personalisation

Improved
quality

INCREASED 
EFFECTIVENESS

Prediction
Improved

coordination

INCREASED 
EFFICIENCY

Data-driven
discovery New solutions

Future healthe and care is strongly 
influenced by digital approach
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EVERYBODY loves WELL-DESIGNED 
eServices targeting a NECESSARY problem

“ % of patients
with average age 68a

used actively
patient-education tools

on iPad
after heart surgery” 

Source: D.Cook jt “Patient Education Self-Management During Surgical Recovery: 
Combining Mobile (iPad) and a Content Management System” (Telemedicine and 
e-Health. April 2014, 20(4): 312-317. doi:10.1089/tmj.2013.0219)

98



12

From „health data“ to „digital health 
services“

DIGITAL HEALTH SERVICES
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Just an example …



estonishing –

dare to fulfill your desires safely!

further inquiries: ain.aaviksoo@sm.ee
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Estonian EU Presidency on digital health



EU has already several important legal acts
to support eGovernment across all MS, 

but these must be implemented
for the benefit of all European citizens fully

making use of 
the opportunities and advantages of 

the single market



Free movement of data in healthcare
makes difference through hitting the triple aim

Increased access and safety 

in healthcare can be achieved 

through empowered citizens

and adequate data

availability at the point of care

Sustainability of health 

systems will be supported by 

value-based approach.

New economic opportunities, 

jobs and investment will be 

created using data-driven 

health care innovation. 

1 32

Health data should be used securely, not to be secured from being used!



eHealth focus areas for
Estonian EU presidency

1. The right of citizens to 

control the processing of 

their health data 

comfortably and 

electronically should be 

realized in practice

2. Wider use of health data 

for research and 

innovation



Citizens truly in 
control of their

health and the data
+ system that

support it

Health care as an

asset not cost

item for public
budgets



 Data integration from various sources leads
the way to economic growth

Conclusions

 citizens should fully control their (health) 
data – this is the key to privacy

 Digital Single Market principles
should be put into work
for the benefit of all EU citizens
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Tallinn 2017 
high level eHealth conference

„Health in the digital society

Digital society for health“ 

October 16-18, 2017 | Tallinn, Estonia

Digital Health Society
Tallinn Declaration on eHealth

 Real-world experience of the

benefits and value of digital tools for

health, care and prosperity of the societies

 State-of-art and practical solutions for

advancing, implementing and funding

health into digital society

eHealthTallinn2017.ee   |   #eHealthTallinn |   @eHealthTallinn2017


