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	European Commission position on points
of the European Economic and Social Committee (EESC) opinion considered as essential

	The Commission welcomes the Opinion and agrees with the Committee on the importance of guaranteeing a high level of cybersecurity in the healthcare sector.
The European action plan on the cybersecurity of hospitals and healthcare providers (‘the Action Plan’) addresses the subject through the angles of prevention, detection, response, recovery and deterrence against cybersecurity threats and incidents. It leverages the EU’s existing legislative framework for cybersecurity, with a focus on making practical tools and resources available for hospitals and healthcare providers, rather than imposing new regulatory burden for entities.
In the coming months, the Commission intends to come forward with recommendations to further refine the Action Plan. In the preparation of the recommendations, the Commission will take into consideration the Opinion provided by the EESC.
The Commission agrees that it is necessary to ensure financial support for hospitals and healthcare providers, as well as other relevant actors, in order to enhance the cybersecurity capacities of the sector. Through the Contribution Agreement foreseen in the Digital Europe Work Programme 2025–2027, the Commission will provide dedicated resources to the EU Agency for Cybersecurity (ENISA) for implementing its activities under the Action Plan. Moreover, on 12 June 2025, the European Cybersecurity Competence Centre launched a call for proposals dedicated to reinforcing cybersecurity of hospitals and healthcare providers[footnoteRef:2]. Additionally, the Commission continues its work to support the roll-out of financial measures envisaged in the Action Plan, including Cybersecurity Vouchers for hospitals and healthcare providers to put in place specific cybersecurity risk-management measures. Use of the European Regional Development Fund for the purpose of the Cybersecurity Vouchers would enable the participation of regional programme authorities of Member States in ensuring effective investment in cybersecurity for the healthcare sector shaped by the local knowledge and context. As regards collection of data, The European Union Agency for Cybersecurity (ENISA’s) annual NIS (network and information systems) Investments report[footnoteRef:3] offers data on the level of cybersecurity investment in critical sectors, including health. [2:  	DIGITAL-ECCC-2025-DEPLOY-CYBER-08-CYBERHEALTH.]  [3:  	See 2024 report: https://www.enisa.europa.eu/publications/nis-investments-2024.] 

The Commission will continue exploring additional possibilities for EU financial support for cybersecurity in the healthcare sector. Moreover, the Commission encourages Member States to continue increasing the level of investment in cybersecurity within the health sector as, pursuant to Article 168(7) of the Treaty on the Functioning of the European Union (TFEU)[footnoteRef:4], Member States are responsible for the management of health services and medical care. Cohesion policy, implemented through shared management, supports Member States in investing in health infrastructure and equipment, research and innovation linked to healthcare, digitalization, and e‑health. In agreement with the Commission, Member States tailor their investments within national or regional programmes, selecting the most appropriate geographical and territorial scale to effectively address their specific challenges and development needs. [4:  	Consolidated version of the Treaty on the Functioning of the European Union (https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A12016E168).] 

Regarding the costs of cybercrime against the healthcare sector, the Commission agrees that the availability of accurate data is crucial. In this regard, the Commission takes note of the EESC’s suggestion to invest in tracking and tracing such costs.
The Commission agrees that the cybersecurity of hospitals and healthcare providers should be seen in the context of the wider health ecosystem, as is also outlined in the Action Plan. In this context, the Commission takes note of the EESC’s recommendation to clarify the types of entities impacted by the Action Plan.
Concerning the EESC’s recommendation to consider the certification of cybersecurity providers, the Commission notes that the amendment to the Cybersecurity Act adopted by way of Regulation on managed security services[footnoteRef:5] provides a possibility for the certification of managed security services. Furthermore, the ongoing process of review of the Cybersecurity Act aims, among other objectives, to look into potential improvements of the European Cybersecurity Certification Framework to render it more efficient. [5:  	Regulation (EU) 2025/37 of the European Parliament and of the Council of 19 December 2024 amending Regulation (EU) 2019/881 as regards managed security services (http://data.europa.eu/eli/reg/2025/37/oj).] 

The Commission thanks the EESC for its recommendations regarding technical and process measures to be taken by hospitals and healthcare providers. As part of the Action Plan, ENISA would make available practical guidance on cybersecurity measures for entities in that sector. The Commission will liaise with ENISA to enable the EESC’s recommendations to be taken into consideration. With regard to the suggestions in points 2.9 and 2.10 of the EESC Opinion on disconnecting workstations daily from the hospital network and access to the unsecured web via PCs not connected to the hospital network, the Commission believes that such an approach should be based on concrete risk assessments of systems and workflows and should also consider the needs for sharing of relevant and necessary data to provide safe and adequate patient treatment and to uphold the rights of patients, including those under the European Health Data Space (EHDS)[footnoteRef:6]. [6:  	Regulation (EU) 2025/327 of the European Parliament and of the Council of 11 February 2025 on the European Health Data Space and amending Directive 2011/24/EU and Regulation (EU) 2024/2847 (https://eur-lex.europa.eu/eli/reg/2025/327/oj/eng).] 

ENISA will play an important role in the implementation of the Action Plan, in line with its mandate. Nonetheless, the Commission notes that ENISA’s role is not to directly manage information technology (IT) solutions for individual hospitals or healthcare providers. As part of the implementation of the Action Plan, ENISA should interact closely with Member States authorities, which interact with hospitals and healthcare providers on a regular basis. The Commission does not envisage to provide loans to ENISA for IT protection or cybersecurity tools intended to benefit entities in the healthcare sector.
The Commission agrees on the importance of educational measures intended to increase the level of cybersecurity awareness among healthcare professionals as well as to enhance the availability of qualified cybersecurity professionals protecting healthcare entities. The Action Plan envisages relevant measures, such as designing and promoting training modules and courses for healthcare professionals, as well as providing possibilities for cybersecurity professionals in the healthcare sector to exchange with each other in an EU-wide network.
The Commission is ready to engage with private sector players, including technology companies, to foster cybersecurity in the healthcare sector. For instance, the Health Cybersecurity Advisory Board, which is established as a Commission Expert Group to advise on the implementation of the Action Plan, will offer a possibility for structured exchange with relevant private stakeholders from the healthcare and the cybersecurity sectors.
In conclusion, the Commission thanks the EESC for the reflections it has presented in its Opinion. The Opinion serves as valuable input for the Commission’s next planned recommendations for cybersecurity in the healthcare sector.






